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1
SYSTEM AND METHOD OF POST
EVENT/ALARM ANALYSIS IN CCTV AND
INTEGRATED SECURITY SYSTEMS

FIELD

The field of the invention relates to security systems and,
more particularly, to methods of monitoring security sys-
tems.

BACKGROUND

Security systems for homes and businesses are generally
known. Such systems are typically based upon the use of a
physical barrier around a secure area combined with one or
more sensors of life or safety events.

A life or safety event could include the detection of an
intruder or of a fire. In the case of a fire, the sensors could
be based upon any of a number of different sensor technolo-
gies (e.g., smoke detection, carbon monoxide detection,
etc.).

In the case of intrusion, the sensors could include one or
more perimeter sensors (e.g., limit switches on doors or
windows) to detect entry of intruders. One or more passive
infrared (PIR) sensors or motion detectors may also be
provided within an interior of the protected space to detect
intruders who have entered without detection by the perim-
eter sensors.

In large facilities, a number of television cameras incor-
porated into a closed circuit television (CCTV) system may
be distributed throughout the secure area in order to detect
intruders. A person (e.g., a guard) at a guard station may
view a television monitor coupled to the cameras in order to
directly observe the presence of intruders.

While such systems work well, it is often difficult to
comprehend the true nature of any situation in a large facility
that may contain dozens of security cameras and sensors. In
such cases, it is often necessary to review recorded video
from each of the cameras in order to conduct a forensic
review of an event. Because of the difficulties presented by
large systems, a need exists for better methods of analyzing
security events.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of an alarm system shown
generally in accordance with an illustrated embodiment;

FIG. 2 is a flow chart of steps that may be followed by the
system of FIG. 1;

FIG. 3 depicts a screen that may be shown on the display
of FIG. 1;

FIG. 4 depicts a map of events that may be detected within
the system of FIG. 1;

FIG. 5 depicts the map of FIG. 4 along with a potential
route of an intruder traveling among the sites of the security
events; and

FIG. 6 depicts a panel display of the security events.

DETAILED DESCRIPTION OF AN
ILLUSTRATED EMBODIMENT

FIG. 1 is a block diagram of a security system 10 used to
provide protection to a secured area 12 shown generally in
accordance with an illustrated embodiment. Included within
the system 10 may be a number of sensing devices. The
sensing devices may include sensors 16, 18 and a number of
cameras 20, 22, 48-1. The sensors 16, 18 may be intrusion
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2

sensors (e.g., door or window switches) that detect a security
event such as an intruder opening or breaking a window or
door. Alternatively or in addition, the sensors may include
one or more PIR motion detectors or environmental detec-
tors (e.g., smoke detectors, carbon monoxide detectors, etc.)
that detect environmental events.

The cameras 20, 22, 48-1 may be conventional analog
cameras or smart cameras. Cameras 20, 22 may have a field
of view covering the interior of the secured area while
camera 48-1 may be an exterior camera. Where provided as
smart cameras, the cameras 20, 22, 48-1 may include an
internal hardware processor with the processing capability to
detect motion within a field of view of the camera 20, 22,
48-1.

The sensors 16, 18 and cameras 20, 22, 48-1 may be
coupled to a control panel 14 of the security system 10.
Included within the control panel 14 may be one or more
processors 24, 26 embodied as hardware where each pro-
cessor operates under control of one or computer programs
28, 30 loaded from a non-transient computer readable
medium (memory) 32.

The system 10 may also provide data to and receive
instructions from a computer terminal 34. A security system
operator (person) 38 may use a user interface 42 of the
terminal 34 to select and view images from each of the
cameras 20, 22, 48-1 in real time on a display 36. The
operator 38 may also select a camera 20, 22, 48-1, enter a
time and date through the user interface 42 and view images
from the camera 20, 22, 48-1 that have been previously
recorded and saved in a video recorder 44.

In general, the system 10 may include an alarm processor
24, 26 that continuously monitors the sensors 16, 18 and
cameras 20, 22, 48-1 for security events. Security events
may be divided into alerts that represent suspicious activity
and alarm events. Alarm events may include the detection of
a fire by one of the sensors 16, 18 or of the presence of an
intruder by a PIR or detector camera. In the event of an
alarm event, the alarm processor 24, 26 may automatically
display a notification of the alarm event on the display 36.

In addition to displaying an alarm notification on the
display 36, the alarm processor may also create an event
record and save a copy of the event record in a file 48, 50
stored in memory 32. The event record may include a time
(time stamp) of the event and an identifier of the sensor 16,
18 or camera 20, 22 that detected the event.

The alarm processor 24, 26 may also compose an alarm
message and forward the alarm message to a central moni-
toring station 40. The central monitoring station 40 may
respond in an appropriate manner (e.g., notify a local police
or fire department, summon a local security service, etc.).

In contrast, security alerts may be processed by the alarm
processor 24, 26 or by one or more separate alert processors
24, 26 provided for that purpose. For example, an entry
processor 24, 26 may process identification information
from a user interface (e.g., keypad, a key card reader, a
fingerprint or iris scanner, etc.) 46 located adjacent an
entrance upon entry of an authorized person through the
entrance/exit portal (e.g., a door) 44-1. The user interface 46
may be located inside the secured area 12 (as shown in FIG.
1) or be located outside.

In this case, the alarm processor 24, 26 may detect
opening of the door 44-1 via one of the sensors 16, 18 while
in an armed state and enter a delay mode pending receipt of
authorization entered through the user interface 46 and
received from the entry processor 24, 26. Upon receipt of the
authorization from the entry processor, the alarm processor
may cancel the alarm event caused by the opening of the
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door 44-1 and enter an alarm stay mode. Alternatively, the
alarm processor may simply disable interior intrusion detec-
tors.

On the other hand (and in the alarm stay mode), one or
more of the cameras 20, 22 may continue to process images
from the interior of the secured area 12. For example, a
tracking processor 24, 26 may process images from one or
more of the cameras 20, 22, 48-1 to detect suspicious
activity. For example, if the tracking processor should detect
two people entering through the door 44-1 while authoriza-
tion was received from the entry processor for only one
person, then the tracking processor (or alarm processor) may
issue a security alert. The security alert may be presented on
the display 36 or saved as a security event within a file 48,
50 along with a time of the event, an identifier of the camera
that captured the images and a user identifier received
through the interface 46.

Alternatively, a processor 24, 26 (loitering processor) may
monitor for loitering in specific areas. For example, a person
loitering near a door 44-1 without opening the door for a
predetermined time period may be interpreted as awaiting
the approach of an unauthorized person and an attempt to
allow entry by an unauthorized person. In this case, the
loitering processor may save or issue a security alert as
described above.

Other examples may include respective alert processors
24, 26 that detect the disabling of a camera 20, 22. In this
case, a corresponding tampering processor 24, 26 may
monitor video from each camera 20, 22 and, upon loss of
video, the processor may issue and save a security alert.

Similarly, a door processor may monitor fire doors (even
in a disarmed state). In this case, the opening of a fire door
that is not normally used as an exit or entrance may trigger
issuing and saving of a corresponding security alert in a file
48, 50.

Alternatively, a head count processor 24, 26 may count
people entering and leaving the secured area 12 via the
portal 44-1 and user interface 46. If the head count processor
counts a greater number of people than authorized inside the
secured area 12 (suggesting the presence of one or more
unauthorized persons), then the head count processor may
issue and save a security alert in a corresponding file 48, 50.

In addition to detecting and presenting security alerts in
real time, the system 10 also includes a correlation detection
and presentation processor 24, 26 that detects two or more
security events that are related through a correlation estab-
lished by time and location. Correlated in time simply means
that the related security events occur within some predeter-
mined time period. Correlation by location means that the
correlated events occur close enough together such that they
may all also share the same root cause. For example, related
security events may be displayed on a geographic map of the
secured area with the correlation of locations indicated
generally by their relative locations on the map and the
correlation of time depicted as the potential path of an
intruder traveling from one location to the other based upon
the respective times of the events.

In this regard, the correlation processor may base the
evaluation of correlations upon the content of a correlation
file that identifies master devices, alarm states and configu-
ration groups within the system 10. In this regard, one or
more master devices may be designated by the user 38 and
used as a basis for the presentation of correlated information
and based upon a state of the alarm system 10. The presen-
tation of correlated information may occur automatically
based upon receipt of an alarm (or security event) or
manually at the convenience of the operator 38.
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In this regard, configuration groups may be designated in
conjunction with a master device and used to allow the
operator 38 to further investigate the correlated information.
For example, any sensor 16, 18 or camera 20, 22 with
motion detection may be designated as a master device in the
armed or disarmed state. Other cameras 20, 22 with a field
of view proximate the designated master device may be
grouped with the master device as a source of further
information based upon distance from the designated master
device. A processor 24, 26 that detects specific types of
information (e.g., count of people, detection of motion, etc.)
could also be designated as the master device.

As a further example, a camera 20, 22 inside the secured
area 12 with motion detection and a field of view that
includes the door 44-1 may be designated by the operator 38
as a master device in an alarm stay or disarmed state of the
alarm system 10. Other cameras 20, 22 proximate the master
device may be grouped with the master device as a source
of video information in order to investigate events associ-
ated with the door 44.

Correlated information may be presented to the operator
38 based upon the state of the alarm system and activation
of a designated master device. For example, a sensor 16, 18
on a fire door 44-1 may be designated as a master device in
the disarmed state. Upon activation of the master device, the
correlation processor may search the event records 48, 50 to
identify other security events that are related by time and
location. The correlation in time may mean that the other
security events occurred within some predetermined time
period (e.g., 15 minutes) in the same general location as the
location of the activated master device. Alternatively, the
correlated distance may be a variable distance value calcu-
lated by a corresponding processor where the calculated
distance increases with time based upon the normal walking
speed of an intruder measured from the time of activation of
the master device.

FIG. 2 depicts a flow chart of process steps that may be
followed by the correlation processor. Reference will be
made to the elements of FIG. 2 as appropriate in the
following discussion.

FIG. 3 depicts information that may be shown to the
operator 38 on the display 36 during normal operation.
Shown in the upper left corner is a window of currently
received security events. It may be assumed for purposes of
explanation that the reporting device of at least some of the
currently received security events has been previously des-
ignated as a master device. As shown in FIG. 3, it may be
assumed that the operator 38 has selected 104 the “Camera
motion detection” alarm to activate in order to perform post
event analysis via the correlation processor.

In response, a relationship processor 24, 26 calculates 106
the logically related and/or relevant alarms. The relevant
alarms may be based upon the time of the event, the location
of the event, the identification of the master device and the
grouping of devices.

A display processor 24, 26 may display 112 the security
event details as depicted in FIG. 4. In this case (in FIG. 4),
the selected device (camera 3) is depicted on a geographic
map of the secured area 12.

FIG. 5 shows the map of the secured area 12 along with
the correlated details. Included within FIG. 5 is a window
202 of correlated events with a time of the correlated event,
an identifier of the device that detected the event and an
event description. Also shown in FIG. 5 is the potential route
204 of an intruder traveling among the locations of the
activated sensors in accordance with a reporting time of each
event.
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In this case, the correlation processor identifies and orders
four security events (i.e., alarm numbers 1, 2, 4 and 5) that
may be associated with the selected event (i.e., alarm
number 3) based upon the time of each event. The selected
alarm event is shown to have occurred at 3:30 am, while
associated alarm events 4 and 5 occurred at 3:33 am and
3:39 am, respectively. The correlation processor has also
identified two other alarm events (i.e., pre-alarm events 1
and 2) that occurred before the selected alarm event.

The correlation processor has also determined, from the
times of the respective events, that the events could be
correlated in distance because the difference in times
between the events is such that an intruder could have
traveled (e.g., walked) from the location of one event to the
next. In this case, the selected alarm event (alarm number 3)
occurred at 3:30 am while pre-alarm 2 occurred at 3:17 am,
thereby allowing 3 minutes for the intruder to walk from the
location of door contact 7 to camera 3. As such, the
correlation processor identifies that the route from door
contact 7 to camera 3 is a potential route of an intruder that
correlates or otherwise links alarm number 3 with pre-alarm
event 2. In response, the correlation processor adds the
potential route of the intruder to the map as the solid line
connecting camera 3 and door contact 7. In a similar manner,
the correlation processor correlates and adds a solid line
(potential intruder route) between camera 3 and the camera
sabotage of camera 9 because they were detected only 3
minutes apart.

The correlation processor uses a similar process to link
alarm number 5 (door forced open) to alarm number 4 and
adds the solid line to indicate a further potential route of the
intruder between the locations of access door 18 and camera
9. In the same manner, the correlation processor correlates
alarm number 1 (detected scene change) to alarm number 2
and adds the solid line to indicate a further potential route of
the intruder between the locations of door contact 7 and
camera 7.

As shown in FIG. 5, the correlation processor is able to
quickly apprise the operator 38 of one possible way in which
two or more events may be interpreted. Once apprised of the
possibilities, the operator may perform a further investiga-
tion. One way that the operator 38 may do this is to
individually select a panel view of the correlated events in
order to view video associated with one or more of the
correlated events. The selection of the panel view may be
accomplished via a separate button on the user interface 42
or simply clicking on the panel 202.

Shown in FIG. 6 is an example of a panel display of the
correlated events. In this case, the correlation processor (or
a separate display processor 24, 26) may select the most
appropriate video source (e.g., camera) for presentation of
the correlated events. In the case of alarm event 2 involving
the door contact 7, the correlation processor may select a
camera that has been previously grouped with or is logically
linked to door contact 7.

FIG. 6 shows still frames for each of alarm events 1-5
captured at the instant of the respective event. The largest
window on the display may be the originally selected event
(i.e., alarm 3). Other windows adjacent the largest window
may display respective images from the correlated events.
Shown on the lower right corner of FIG. 6 is the map of FIG.
5. The user may toggle between the map of FIG. 5 and the
panel of FIG. 6 by selecting the map on the lower right of
FIG. 6 and the panel 202 of FIG. 5.

In this regard, the images shown in FIG. 6 may be
retrieved from the information contained in the event files
48, 50. The identifier of the camera that captured the images
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and the time of the event shown in the images are retrieved
from the event files 48, 50. Using this information, the
presentation processor may retrieve the appropriate frames
from the recorder 44.

Using the panel view of FIG. 6, the user may continue
his/her investigation of the events. For example, the user
may select the large window of FIG. 6 (camera 3) and
activate the user interface 42 to scroll forwards and back-
wards in time in order to view images captured prior or
subsequent to the detected event within the windows of FIG.
6. Alternatively, selection of the large window may cause the
associated processor to display a sequence of images from
the associated camera for a predetermined time before and
after the reporting time of the event.

Alternatively, the user may select one of the windows of
the correlated windows of FIG. 6 (e.g., Post alarm 1). In this
case, the image from camera 9 may replace the image of
camera 3 in the large window in the upper left corner of FIG.
6. As above, the user may scroll forwards and backwards in
time to continue his/her investigation of the events.

As the images from the respective events are displayed on
the large window of FIG. 6, the user may also access the
images of cameras that are grouped with the selected cam-
era. For example, by double clicking on the large window of
FIG. 6, the display processor may display a menu of cameras
that are included within the same group. In this way, the user
may click on the icons of cameras from the same group to
scroll through different views of the scene that originated the
event.

Alternatively, cameras that are near the scene of the
correlated events may be shown as a separate icon on the
map of FIG. 5. In this way, the operator may click on an icon
of the camera from the map of FIG. 5 to view other views
of the scene of the detected event.

FIGS. 1-5 depict examples of an apparatus and method
steps performed by that apparatus to analyze events. The
method may include the steps of detecting a plurality of
events within a secured area detected by respective sensors
that have been activated within a predetermined time period
of one another, wherein at least one of the plurality of events
is an alarm event, ordering the plurality of events based upon
a reporting time of each of the plurality of events, and
displaying a map showing the respective sensors that have
been activated within a predetermined time period of one
another within the secured area along with a potential route
of an intruder traveling among locations of the respective
sensors that have been activated within a predetermined time
period of one another in accordance with the reporting time
of each of the plurality of events.

Similarly, the apparatus may include a plurality of devices
that detect respective ones of a plurality of events within a
secured area, a processor that detects respective ones of the
plurality of devices that have been activated within a pre-
determined time period of one another, wherein at least one
of the plurality of events is an alarm event, a processor that
orders the plurality of events based upon a reporting time of
each of the plurality of events, and a processor that displays
a map showing the respective ones of the plurality of devices
that have been activated within a predetermined time period
of one another within the secured area along with a potential
route of an intruder traveling among locations of the respec-
tive ones of the plurality of devices that have been activated
within a predetermined time period of one another in accor-
dance with the reporting time of each of the plurality of
events.

Alternatively, the apparatus may include a plurality of
event records embodied as files saved in a non-transitory
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computer readable medium, wherein each of the plurality of
event records includes an indication of a plurality of devices
that detected respective ones of a plurality of events within
a secured area and an indication of respective sensors that
have been activated within a predetermined time period of
one another, and wherein at least one of the plurality of
events is an alarm event, a processor that orders the plurality
of'events based upon a reporting time of each of the plurality
of events, and a processor that displays a map showing the
respective sensors that have been activated within a prede-
termined time period of one another within the secured area
along with a potential route of an intruder traveling among
locations of the respective sensors that have been activated
within a predetermined time period of one another in accor-
dance with the reporting time of each of the plurality of
events.

Although a few embodiments have been described in
detail above, other modifications are possible. For example,
the logic flows depicted in the figures do not require the
particular order shown, or sequential order, to achieve
desirable results. Other steps may be provided, or steps may
be eliminated, from the described flows, and other compo-
nents may be added to, or removed from, the described
systems. Other embodiments may be within the scope of the
following claims.

The invention claimed is:

1. A method comprising:

monitoring a plurality of sensors including at least one
door switch that detect threats within a secured area;

detecting a plurality of at least three events within the
secured area detected by respective sensors of the
plurality of sensors that have been activated within a
predetermined time period of one another, wherein at
least one of the plurality of at least three events is an
alarm event;

ordering the plurality of at least three events based upon
a reporting time of each of the plurality of at least three
events;

correlating the ordered plurality of at least three events
based upon time, location, and distance between the
ordered plurality of at least three events, wherein the
distance is a variable distance value calculated by a
corresponding processor, wherein the variable distance
value between the ordered plurality of at least three
events increases with the time based upon a normal
walking speed of an intruder measured from a time of
activation of a first of any two of the ordered plurality
of at least three events, and wherein the variable
distance value is correlated to an actual distance
between the ordered plurality of at least three events
because the intruder could have traveled from the
location of one of the ordered plurality of at least three
events to a next of the ordered plurality of at least three
events;

displaying the correlated, ordered plurality of at least
three events automatically in response to detecting the
alarm event; and

displaying a map showing the respective sensors of the
plurality of sensors that have been activated within the
predetermined time period of one another within the
secured area along with a potential route of the intruder
traveling among the location of the respective sensors
of the plurality of sensors that have been activated
within the predetermined time of one another in accor-
dance with the distance and the reporting time of each
of the plurality of at least three events.
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2. The method as in claim 1 wherein the predetermined
time period further comprises a walking time of the intruder
between the location of the respective sensors of the plu-
rality of sensors that have been activated within the prede-
termined time period of one another.

3. The method as in claim 1 wherein the plurality of
sensors further comprises at least one camera.

4. The method as in claim 3 wherein the alarm event
further comprises the at least one camera detecting motion
in a field of view of the at least one camera.

5. The method as in claim 4 further comprising an
operator selecting an icon of the at least one camera on the
map and viewing a sequence of images from the at least one
camera captured at the reporting time of one of the plurality
of at least three events from the at least one camera.

6. The method as in claim 1 further comprising depicting
an icon of a nearby camera on the map, wherein a field of
view of the nearby camera encompasses one of the respec-
tive sensors of the plurality of sensors that have been
activated within the predetermined time period of one
another.

7. The method as in claim 6 further comprising an
operator selecting the icon of the nearby camera and viewing
a sequence of images from the nearby camera at the report-
ing time of one of the plurality of at least three events
detected by the one of the respective sensors of the plurality
of'sensors that have been activated within the predetermined
time period of one another.

8. The method as in claim 6 further comprising an
operator selecting the icon of the nearby camera and viewing
a sequence of images from the nearby camera for a prede-
termined time before or after the reporting time of one of the
plurality of at least three events detected by the one of the
respective sensors of the pluratlity of sensors that have been
activated within the predetermined time period of one
another.

9. The method as in claim 1 wherein the plurality of at
least three events further comprises granting access by an
authorized person to the secured area and detecting simul-
taneous entry into the secured area through a same entry
portal by another person in addition to the authorized person.

10. The method as in claim 1 further comprising depicting
a list of selectable icons on the map, wherein each of the
selectable icons corresponds to one of the respective sensors
of'the plurality of sensors that have been activated within the
predetermined time period of one another.

11. The method as in claim 1 further comprising at least
some of the plurality of at least three events occurring before
the alarm event.

12. An apparatus comprising:

a plurality of devices including at least one door switch
that detects a plurality of at least three respective events
within a secured area;

a processor that detects respective ones of the plurality of
devices activated within a predetermined time period of
one another, wherein at least one of the plurality of at
least three respective events is an alarm event;

a processor that orders the plurality of at least three
respective events based upon a reporting time of each
of the plurality of at least three respective events;

a processor that correlates the ordered plurality of at least
three respective events based upon time, location, and
distance between the ordered plurality of at least three
respective events, wherein the distance is a variable
distance value calculated by a corresponding processor,
wherein the variable distance value between the
ordered plurality of at least three respective events
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increases with the time based upon a normal walking
speed of an intruder measured from a time of activation
of a first of any two of the ordered plurality of at least
three respective events, and wherein the variable dis-
tance value is correlated to an actual distance between
the ordered plurality of at least three respective events
because the intruder could have traveled from the
location of one of the ordered plurality of at least three
respective events to a next of the ordered plurality of at
least three respective events;

a processor that displays the correlated, ordered plurality
of at least three respective events automatically in
response to detecting the alarm event; and

a processor that displays a map showing the respective
ones of the plurality of devices activated within the
predetermined time period of one another within the
secured area along with a potential route of the intruder
traveling among the location of the respective ones of
the plurality of devices activated within the predeter-
mined time period of one another in accordance with
the distance and the reporting time of each of the
plurality of at least three respective events.

13. The apparatus as in claim 12 further comprising a
processor calculating the predetermined time period based
upon the distance between the location of the respective
ones of the plurality of devices activated within the prede-
termined time period of one another and an average walking
speed of the intruder.

14. The apparatus as in claim 12 wherein the plurality of
devices further comprises at least one camera.

15. The apparatus as in claim 14 further comprising a
processor associated with the at least one camera that detects
motion in a field of view of the at least one camera.

16. The apparatus as in claim 15 further comprising a
panel view of detected ones of the plurality of at least three
respective events selectable from the map.

17. The apparatus as in claim 16 further comprising an
icon of another camera displayed on the panel view, wherein
a field of view of the another camera encompasses one of the
respective ones of the plurality of devices activated within
the predetermined time period of one another.

18. The apparatus as in claim 17 further comprising an
operator selecting the icon of the another camera and a
processor that displays a sequence of images from the
another camera for viewing at the reporting time of one of
the plurality of at least three respective events detected by
the one of the respective ones of the plurality of devices
activated within the predetermined time period of one
another.
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19. The apparatus as in claim 12 further comprising a
processor that detects granting of access to an authorized
person into the secured area and that detects simultaneous
entry into the secured area through a same entry portal by
another person in addition to the authorized person.

20. An apparatus comprising:

a plurality of sensors including at least one door switch

that detects threats within a secured area;

a plurality of at least three event records embodied as files
saved in a non-transitory computer readable medium,
each of the plurality of event records containing a
record of activation of one of the plurality of sensors
that detected respective ones of a plurality of events
within the secured area, wherein respective ones of the
plurality of sensors of the plurality of at least three
event records have been activated within a predeter-
mined time period of one another, and wherein at least
one of the plurality of events is an alarm event;

a processor that orders the plurality of events based upon
a reporting time of each of the plurality of events;

a processor that correlates the ordered plurality of events
based upon time, location, and distance between the
ordered plurality of events, wherein the distance is a
variable distance value calculated by a corresponding
processor, wherein the variable distance value between
the ordered plurality of events increases with the time
based upon a normal walking speed of an intruder
measured from a time of activation of a first of any two
of the ordered plurality of events, and wherein the
variable distance value is correlated to an actual dis-
tance between the ordered plurality of events because
the intruder could have traveled from the location of
one of the ordered plurality of events to a next of the
ordered plurality of events;

a processor that displays the correlated, ordered plurality
of events automatically in response to detecting the
alarm event; and

a processor that displays a map showing the respective
ones of the plurality of sensors of the plurality of at
least three event records that have been activated within
the predetermined time period of one another within the
secured area along with a potential route of the intruder
traveling among the location of the respective ones of
the plurality of sensors of the plurality of at least three
event records that have been activated within the pre-
determined time period of one another in accordance
with the distance and the reporting time of each of the
plurality of events.

#* #* #* #* #*



